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Abstract

Gamified cybersecurity education techniques, especially Capture The Flag (CTF) games, have become a growing
example of aternative to conventional compliance-based awareness initiatives in business settings. Although they have
been increasingly popular, little has been studied on their long-term return on investment (ROI) in actual organizational
contexts. In this paper, the impact of CTF-based training relative to traditional cybersecurity training is assessed based
on such key performance indicators as knowledge retention, behavioural change, and financial outcomes. To synthesize
the existing evidence on training effectiveness and ROI-related measures, a systematic review of 22 peer-reviewed
sources published within the period of 2021-2026 was developed. The results show that CTF based consistently
outperforms, such as better knowledge retention, better engagement and reduced vulnerability to phishing attacks.
Moreover, gamified training strategies show possible economic advantages in the form of a decrease in security attacks
and a higher level of employee readiness. Longitudinal research in corporate sittings, however, is not abundant,
especially where full-time employees are studied and the duration of evaluation is more than twelve months. To fill this
gap, this paper suggests the use of a multidimensional ROI evaluation system that incorporates pre and post training
evaluations, behavioural monitoring, incident monitoring and post training follow ups at 3, 6 and 12 months. The
framework proposed provides a viable methodology that would assist the organizations to determine the success of the
training conducted in CTF and enable them to make informed decisions concerning cybersecurity investment.
Keywords. behavioural change, capture the flag, cybersecurity training, gamification, return on investment, security
awareness

1 Introduction

Digital transformation has made the threat landscape more impactful and human error is till the driving force behind
74% of cybersecurity incidents (Kaplan et al., 2022; Karagiannis & Magkos, 2021) Traditional cybersecurity training
models focus on compliance, with video training sessions, annual attitudinal check-in, and periodic quizzes which have
been found to yield only minimal practical skills and retention of 20-30% of information after six months (Ambrosio et
al., 2021; Jean Tirstan T et a., 2022) These passive learning approaches lack interaction and exposure of real threats,
leading to low motivation in employees and continuing security loopholes (Qolomany et al., 2024) Gamification offers
a promising alternative by incorporating game-like mechanics such as challenges, leaderboards, points, and real-time
feedback into training to enhance motivation and learning outcomes (Tan et al., 2025). Among gamified cybersecurity
methods, Capture the Flag (CTF) competitions have emerged as particularly effective, providing hands-on competency
development in areas such as web exploitation, cryptography, forensics, and network security at two to three times the
speed of traditional lecturing (Cole, 2022; Kaplan et al., 2022) Jeopardy-style CTFs can be deployed in virtual
environments and integrated with learning management systems (LM S) to enable scalable, enterprise-wide tracking and
evaluation(Schafeitel-Téhtinen & Lazarov, 2025; Ulug & Eyiipoglu, 2025)

Despite the numerous studies conducted on the use of CTF approach in Malaysia, majority of research have been
carried out on the students of universities, which is a gap concerning the effectiveness of the CTF approach in
corporate(Khoo et al., 2025; Razack & Saad, 2024) There is a lack of evidence regarding long term outcomes of full-
time employees and return on investment (ROI) of CTF training in the context of the organisation. This led this paper
to review systematically the literature and compare the results of 22 peer-reviewed publications (2021-2026) against
the traditional compliance training approach in knowledge retention, skills acquired, employee engagement, employee
behaviour, and organisational ROI. The study also suggests a multi-dimensional assessment system comprising pre-
training baseline evaluations, immediate post-training evaluation, and long-term behavioural and financial monitoring
at 3, 6 and 12 months.
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2 LITERATURE REVIEW
2.1 Cybersecurity Training Challenges

Developing cybersecurity training has proven difficult because of the rigid nature of traditional teaching methods.
(Pramod, 2025), standard cybersecurity awareness training is not possible to be effective to ensure user attention and
essential convert into behavioural change This reflects a broader issue in cybersecurity education where passive
learning methods cannot be relied upon to develop practical skills. According to Amjad et a., (2025), engagement and
effectiveness assessment systems are often absent in many cybersecurity training programs. Their systematic review
reveals that both active and learner-centred strategies should be used to achieve better results in the behavioural and
awareness outcomes. The interaction between users plays a significant role in determining training tool effectiveness,
as shown by Singh, (2025) According to that study, performance feedback systems in which students participate
proactively perform better than those in which participation is minimal. This implies that, in addition to content
delivery, the extent of interaction between learners and the system determines the effectiveness of the training.

2.2 Gamification in Cybersecurity

Gamified methods have become a promising solution to improving cybersecurity training practice, as they enhance
engagement and knowledge retention. It has been demonstrated that the inclusion of game elements such as points,
leaderboards, badges, narrative structures, and progression levels positively affects time-on-task and voluntary
engagement, though much of this evidence comes from student-based research, which may limit its applicability to the
workplace context (Okhae Joel Ojugo & Nse-obot Peter Afaha, 2025). Gamified security awareness programs have
proven to be more engaging than traditional compliance-based training programs in organisational settings, although
their effectiveness largely relies on well-designed challenges, instant feedback, and social competition (Williams et al.,
2024; Zola et al., 2024). The presence of properly designed gamified training frameworks is usually characterised by
clear learning goals, an upwardly challenging difficulty level, and social recognition mechanisms al of which are
consistent with the design of Capture the Flag (CTF) competitions. This correspondence supports the appropriateness
of CTF-based solutions as redlistic and interactive approaches to cybersecurity education, as they naturally involve
competitive problem-solving, progressive skill development, and active learner engagement (Singh, 2025). Empirical
evidence also confirms that CTF-based learning environments are among the most effective gamified methods for
enhancing knowledge acquisition, practical skills, and learners’ attitudes in cybersecurity training (Jean Tirstan T et d.,
2022).

2.3 Capture TheFlag (CTF) as Training Application

Capture the Flag (CTF) competitions are seen as a potentially viable method of cybersecurity training, since they offer
both theoretical and practical training in a controlled, scenario-based context. In contrast to conventional teaching
approaches, CTF platforms allow active learning by involving participants in problem-solving activities that cut across
various cybersecurity areas, thus promoting the development of skills aligned with professional competency models
(Cole, 2022). Experience shows that these settings greatly improve technical expertise in fields such as web security,
cryptography, and digital forensics, largely due to their interactive and challenge-based format (Qolomany et a., 2024).
In addition, the design of the platform is tightly linked to the pedagogica effectiveness of CTF training, with the
introduction of adaptive difficulty, real-time feedback, and performance monitoring mechanisms that support long-term
engagement and enhanced learning outcomes(Okhae Joel Ojugo & Nse-obot Peter Afaha, 2025; Singh, 2025). In
addition to technical skills, user awareness and behavioural intention have also been positively affected by the
incorporation of gamification components into CTF structures, supporting their use as a comprehensive method of
cybersecurity training (Razack & Saad, 2024).

2.4 ROl in Cybersecurity Training

The challenge of measuring the return on investment (ROI) of cybersecurity training programs is another major
research problem because of the mainly indirect and preventive benefits that are experienced. Unlike traditional
investments, the value of such training can only be measured in terms of the rate of security incidents that can be
prevented, or risk mitigated in an organisation, which is again difficult to measure. Therefore, the need for developing
systematic systems for evaluation of such training is greatly needed to be able to measure the training process in terms
of performance and competence improvement (Qolomany et a., 2024). Present-day approaches focus on the correlation
between the outcomes produced as a result of CTF training implementation and tangible improvements in technical
skills and user behaviour. Integration of assessment-based measures in the evaluation process—for example, reflective
activities—enhances the reliability and validity of the measurement of cybersecurity training effectiveness, thereby
making ROI calculation possible (Khoo et al., 2025). Moreover, the use of analytical tools capable of isolating the
impact of the intervention in the learning process on organisational factors improves the evaluation foundation and
facilitates attributing the achieved outcomes to particular training initiatives (Arduin & Costé, 2026).
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2.5 Research Gap

Although the literature on Capture The Flag (CTF)-based cybersecurity training has been expanding, there still are
several aspects, which are critical, that restrict its use in corporate settings. An impressive percentage of the literature
has been carried out in an academic environment with majority of the research being donein student populations hence
providing scanty evidence on efficacy in full time professionals and organizational (Khoo et a., 2025; Schafeitel-
Tahtinen & Lazarov, 2025). This casts doubt on the validity of generaizations, as there are differences in the
motivations, time limit, and performance expectations between academic and corporate training settings. Moreover, the
existing studies are more focused on the short-term results, and the majority of them consider the immediate knowledge
acquisition and involvement rates after the CTF participation, but little attention is paid to long-term knowledge
retention and the long-term behavioural change (Okhae Joel Ojugo & Nse-obot Peter Afaha, 2025; Tan et a.,
2025).Moreover, despite a range of frameworks that have been offered to evaluate the effectiveness of cybersecurity
training, no standardized and validated models that are specifically designed to evaluate the return on investment (ROI)
of CTF-based training in an actual organizational setting exist (Amjad et a., 2025; Qolomany et al., 2024).The
limitations point to the necessity to consider a more holistic and longitudinal evaluation strategy, and this paper fillsin
these gaps by providing a multidimensional model of evaluating training efficacy and ROl within corporate
cybersecurity settings.

Figure:1 gives a pictorial summary of the main features of the traditional, gamified, and CTF-based training modes to
be discussed in this section.

Figurel: Comparison of Cybersecurity Training Methods.
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3. METHODOLOGY

A systematic literature review (SLR) is used to explore and contrast the effectiveness of Capture the Flag (CTF)-based
gamified cybersecurity training with conventional compliance-based cybersecurity awareness training within the
context of organisations.

3.1 Resear ch Design and Data Collection

A systematic search was carried out to identify relevant academic studies on cybersecurity training and gamification
methods, published between 2021 and 2026. Academic databases, such as |IEEE X plore Scopus and ScienceDirect were
used to retrieve relevant studies. A Boolean search strategy was used with the assistance of the following keywords:
“Capture The Flag, gamifications, cybersecurity training, security awareness, behavioural change, and return on

investment”.
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3.2 Study Selection

Theinclusion criteriawere as follows: (i) peer-reviewed journal articles and conference papers, (ii) the studies focusing
on the effectiveness of cybersecurity training, and (iii) the studies that report the results and outcomes linked to
knowledge retention, behavioural change, or impact on organisations. Research that only involves general opinion
articles or irrelevant issues was not included. The initial search yielded approximately 200 articles. After screening
titles and abstracts for relevance, duplicate and irrelevant studies were removed. Having eliminated any duplicate
materials and irrelevant research, it was found that a final list of 22 peer-reviewed articles was selected and to be
analyzed in detail.

3.2 Data Analysis

Thematic synthesis was used to synthesize the research. This involved coding and classifying the findings to identify
recurring themes across four categories: knowledge retention, behavioural change, user engagement, and return on
investment (ROI). Comparison of findings revealed consistent performance differences between gamified training
systems and non-gamified ones as well as important deficits in long-term evaluation. This synthesized knowledge was
instrumental in the development of a comprehensive 12-month model for evaluating ROI, which is to be used to
measure the effectiveness of cybersecurity training in companies.

4, Discussion

The discussion is based on the synthesis of the literature reviewed to provide the practical advice on the implementation
and evaluation of CTF-based training in corporate settings. The thesisis that, when properly planned CTF programs are
combined with a longitudina ROI measurement program it is a better investment, as opposed to the conventional
compliance based training models.

4.1 Strategic Implementation of CTF in Corporate Environments

To apply CTF events to a corporate environment, the format, platform, and integration should be taken into account.
The best format to use in general corporate training is the Jeopardy-style format because it is easy to use and self-paced
(Cole, 2022; Kaplan et a., 2022). Attack-Defense formatting, where the attack and defense are executed
simultaneously, should only be used by special security operations units. The choice of platform is also important;
open-source platforms such as CTFd can be deployed to scale, and analytics-based data-driven platforms can be shown
to drive better skill development results (Singh, 2025). A CTF, however, should not be an independent activity. The
hybrid CTF+LMS model, which can be integrated with the Learning Management System (LMS) of an organization,
will alow tracking, competency mapping, and data collection that will be needed to calculate ROl (Karagiannis &
Magkos, 2021; Razack & Saad, 2024)

Table 1. CTF Format Comparison and Cor por ate Suitability

Format Target Audience Key Benefit Corporate Suitability
Jeopardy Style Beginners & mixed Accessible, self-paced, multi- High Ideal for genera
teams domain workforce
Attack Defense Advanced SOCteams  Adversarial thinking, incident Medium Requires

response infrastructure
King of the Hill Intermediate teams System hardening, live defense Medium-High
Hybrid All skill levels Trackable, scalable, integrated Very High Best for ROI
CTF+LMS

Note. Data synthesized from Amjad et al. (2025) , Mohamad Fadli bin Zolkipli (2026) , Jean Tirstan T et a. (2022) ,
and Williams et al. (2024)

4.2 A Consolidated Framework for Measuring ROI

The return on investment (ROI) of Capture The Flag (CTF) cybersecurity training is challenging to assess because the
"return” is largely in the form of preventing security incidents. As a result, a holistic and longitudinal approach to
assessment is needed to not only measure immediate learning gains, but also the long-term behavioural and financial
impact. The current research indicates that CTF-style and gamified cybersecurity training significantly improves
engagement, learning retention and behavioural outcomes when compared to passive learning approaches (Amjad et
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al., 2025; Pramod, 2025). In addition, empirical research shows that gamified cybersecurity training leads to decreased
vulnerability to phishing and better security practices (Williams et a., 2024), with systematic reviews validating their
impact on improving cybersecurity knowledge and skills (Tan et a., 2025). This study proposes a three-phase
longitudinal approach to measuring the ROI for a 12-month period, combining knowledge assessment, behavioural
diagnostics and financia analysis.

Phase |: Pre-training Assessment (Month 0)

Organizations need to set a baseline before training to facilitate comparisons. This phase includes:
Knowledge Assessment: Assessing employees technical and security awareness.
Behavioural Diagnostics: Assessment of actual vulnerability with phishing click-through rates and compliance
with security policies (A. St. Khadijah Ridwan et al., 2025).

Cost Benchmarking: Establishment of the company's past cost per security incident as a cost benchmark.

This cost baseline hel ps overcome a common challenge in training evaluation by providing away to measure change.

Phase |1: Test and Technical Analytics (Months 1-3)

The emphass during the CTF-based training phases is on measuring "active ROI" via platform analytics.

Engagement Metrics: Measuring participation rate, time-on-task, and voluntary participation, which tend to be
higher with games (Singh, 2025; Ulug¢ & Eyiipoglu, 2025).

Learning: Tracking learner advancement through platform metrics such as flags and hints, and considering
competency models such as those of National Institute of Standards and Technology.

Post-Training Assessment: Assessing knowledge gain (delta change) via post-training quizzes on cognitive
and technical skills.

This period aligns with the learning and immediate result levels of existing training evaluation models, capturing

immediate benefits.

Phase I11: Long-term Impact and Return on Investment (ROI) (Months 3-12)

The success of CTF training is measured by the sustainability of behavioural change and its impact on the organisation.
Knowledge Retention: 3, 6 and 12-month follow-up testing to measure retention of knowledge, given evidence
of its declinein traditional training models.

Impact on Behaviour and Incidents: Ongoing analysis of security logs to detect decreases in human-error-
based incidents, such as phishing and password breaches (Williams et a., 2024).

Return On Investment (ROI): Calculating the financial gains by comparing the cost of training against the
value of the incidents that could have happened without the training, which can be found in industry reports
such as Ponemon.

The ROI is based on the financial formula:

__ Cost of CTF Training Value of Prevented Incidents — Cost of CTF Training i

Cost of CTF Training

100

Framework Contribution

The methodology in this approach can be used to systematically and empirically evaluate the effectiveness of CTF
cybersec training by looking at how technical, behavioural and economic factors combine to impact the results. This
evaluation framework is multi-dimensional and longitudinal; it captures not only short-term knowledge retention, but
also long-term behaviour change, by linking the impact of training to the organizations’ overall cybersecurity
performance. Additionally, the evaluation framework provides a solid basis for making a case for investing in cybersec
training, and it expands the body of research on gamified cybersecurity training.

4.3 Addressing I mplementation Challenges

Using CTF for cybersecurity education has a lot of advantages in terms of user engagement and enhancing applicable
skills; however, implementing CTF in an organizational setting presents many challenges. The first challenge is how to
determine the proper level of difficulty of each challenge to use with users. If you create tasks that are too difficult, it
could lead to discouraging those users who are not as experienced; however, tasks that are too easy will result in
boredom for those who are more advanced (Jean Tirstan T et al., 2022; Taherdoost, 2024).Ancther issue to take into
consideration, especially when looking to roll out CTF on a larger scale is scalability of how to provide continued
training and support by way of providing quality and appropriate challenges, which can only be achieved with
consistent access to qualified staff and relevant resources (Singh, 2025; Ulu¢ & Eyiipoglu, 2025). Moreover,
performance evaluation can be undermined by the performance evaluation practices, including flag sharing, which can
manipulate the results of performance evaluation and restrict the ability to measure real competencies (Cole, 2022;
Kaplan et al., 2022). Inegualities in participation, especially the lack of women, also bring up questions about
inclusivity in CTF settings (Schafeitel-Tahtinen & Lazarov, 2025). Taken together, these issues should underscore the
need to implement strategies carefully that balance instructional design, assessment integrity, and inclusivity to make
the training based on CTF effective and sustainable in the context of real organizations.
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4.4 Proposed Solutions and Mitigations

There are several approaches that can help address these issues through targeted organizational interventions, including
having tiered libraries of cyber challenge types (CTFs) with adaptive hint mechanism, which have been shown to result
in sustained engagement among many different types of participants (Qolomany et a., 2024); using cloud-native,
containerized CTF infrastructures to overcome limitations of scalability so organizations of various sizes can deploy
cost-effective, reproducible training environments (Singh, 2025); and aligning CFT-based assessments with established
competency frameworks, such as the National Institute of Standards and Technology (NIST) Cybersecurity Workforce
Framework, so that there is a direct relationship between training outputs and the skills needed by organizations to
perform their work, giving an evidence-based basis for calculating return on investment (ROI) (Amjad et al., 2025; Tan
et a., 2025).Lastly, the application of collaborative/socio-historical/inclusive ideas in designing CTFs and offering
participants team-based methods to compete has been demonstrated as potentialy effective at minimizing the gender
participation gap in CTFs and enhancing inclusiveness overall in the cybersecurity training setting(Schafeitel-Téahtinen
& Lazarov, 2025).

5. Conclusion

This paper compared the effectiveness of Capture The Flag (CTF) competitions and conventional compliance-based
cybersecurity training on corporate workforces. According to the analysis of peer-reviewed sources, CTF-based
training shows better results in various aspects: better knowledge retention, more practical skills acquisition, better
employee engagement, quantifiable behavioural change, and positive ROl (Amjad et al., 2025; Pramod, 2025; Singh,
2025; Tan et a., 2025; Williams et al., 2024). CTF competitions are aligned with professional competency models,
including NICE, to alow standard evaluation and calculable ROl (Amjad et a., 2025; Tan et a., 2025). The
multidimensional ROl measurement framework suggested in this paper (section 4.2) offers organizations with a
systematic approach of measuring both financial and behavioural returns of CTF training investments, which is a major
gap in the current literature (Qolomany et al., 2024; Taherdoost, 2024; Vineetha Harish et a., 2025). Although it has
been shown to be effective, there are till a number of challenges to broad corporate implementation, such as that it is
difficult to calibrate with heterogeneous groups of employees, is not easily scalable or cost-efficient to support, there is
arisk of cheating, and little evidence of its use has been established on full-time employees (Cole, 2022; Jean Tirstan T
et al., 2022; Kaplan et al., 2022; Ulu¢ & Eyiipoglu, 2025). The next step in research should be the longitudinal studies
of CTF outcomes during 12-months or more in real corporate environment and the creation of automated analytics
dashboard that will be integrated with organizational LM S and incident reporting systems (Khoo et al., 2025; Ridwan
et a., 2025; Schafeitel-Tahtinen & Lazarov, 2025).
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