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Abstract

Steganography, the art of concealing secret information within cover media, plays an important role in securing hidden
messages and data protection. Text steganography, in particular, involves embedding confidential data within textual
content to avoid detection by unauthorised parties. In this paper, it conducts a review of several techniques of feature-
based text steganography that concern the conversion of hidden messages into embedded messages in the form of
binary bits or other code. It is because most researchers develop the techniques of feature-based with severa criteria,
embedding one bit, two bits, and other number bits in generating stego text. This paper investigates the design
implementation of a feature-based method for embedding hidden messages from the converting process to generate
stego text. The highlight of this paper isto figure out the total number of hidden messages in order to embed the binary
bits or other code in the text.

K eywor ds. Embedding process; Extracting process; Stego text
1. Introduction

Insert text here. The steganography is a fascinating and ancient art of secret communication that dates back to ancient
civilizations. Steganography involves concealing sensitive information within seemingly innocent data or media to
ensure confidentiality and avoid detection. Unlike cryptography, which focuses on encrypting messages to make them
unreadable, steganography aims to hide the existence of the message altogether(Din, Bakar, Utama, et a., 2019; Ditta
et al., 2020). The primary goal is to make the secret information undetectable to unintended recipients, thus enhancing
the security of the communication (Din, Mahmuddin, et a., 2019; Manikandan et al., 2018). Throughout history,
steganography has been employed in various forms, ranging from invisible inks and microdots to hidden messages in
artwork, music, and even physical objects (Alageel & Saleh, 2021). With the advent of the digital era, steganography
has found new applications in the world of computers and technology. Digital steganography involves hiding data
within digital media, such as images, audio files, videos, and text. By subtly modifying the carrier data,
steganographers can embed hidden messages without causing any noticeable changes to the appearance or quality of
the media (Singh et al., 2021).

The applications of steganography are diverse and far-reaching. It is used in secure communication to protect sensitive
information during transmission. Digital watermarking employs steganographic techniques to embed copyright
information into digital media, helping to identify the rightful owners of content (Ahvanooey et al., 2019; Su et al.,
2017). Steganography is also relevant in covert operations and data protection, where the ability to hide information is
crucia (Siddiqui et a., 2020). Despite its advantages, steganography faces challenges, particularly in the realm of
steganalysis - the process of detecting hidden information. As detection techniques advance, steganographers must
continually innovate to develop more robust and secure methods (Baawi et al., 2020; Tayyeh et al., 2019).Classification
in steganography refers to the categorization and organization of steganographic techniques based on their fundamental
principles, applications, and characteristics. Steganography encompasses a wide range of methods, each tailored to
specific types of data, carrier media, and objectives (Baja & Aggarwal, 2019). The classification of steganography
techniques aids in understanding their strengths, limitations, and relevance in various scenarios.

The field of steganography can be broadly divided into two approaches which are digital steganography and natural
language steganography (Dhawan & Gupta, 2021; Xiang et al., 2020). For digital steganography, several categories
based on the carrier mediums or data type used. Common classificationsinclude:

Image Steganography: Image steganography involves concealing secret information within digital images. Various
techniques, such as LSB substitution, pixel value differencing, and transform domain embedding, are used to embed
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hidden data into the pixel values or frequency domain coefficients of images (Baby et al., 2015; Din & Qasim, 2019;
Maet al., 2019).

Audio Steganography: Audio steganography deals with hiding information within audio files. This category employs
methods like phase coding, echo hiding, and spread spectrum modulation to subtly embed the secret data within the
audio signal (Alhaddad et al., 2020; Bansal & Chhikara, 2014; Din & Qasim, 2019).

Video Steganography: Video steganography pertains to concealing information within digital videos. Techniques like
frame manipulation, motion vector modification, and 3D transform embedding are used to hide data within video
frames or the motion vectors (Su et al., 2017; Zhang et al., 2014)

Network Steganography: Network steganography focuses on concealing information within network communication
protocols or traffic. This category includes methods like protocol-level steganography, which hides data in packet
headers or payloads during transmission (Wu et a., 2018).

Those are the non-text mediums of steganography, while general steganography is called natural language
steganography. Natural language steganography is a method for concealing sensitive or private information in
seemingly innocent natural language text. It steganography involves concealing data within textual documents, emails,
or social media post (Xiang et a., 2020). Natural language steganography is a specialized form of steganography that
involves hiding secret information within natural language text, such as sentences, paragraphs, or documents. Unlike
digital steganography methods that conceal data within images, audio, or video, natural language steganography
focuses on exploiting the linguistic properties of the text for covert communication (Ammar Odeh et a., 2012; Yang et
al., 2019).

In natural language steganography, the goal is to embed the hidden information within the text while maintaining the
text's readability, coherence, and grammatical correctness. The challenge lies in finding ways to subtly modify the text
so that the presence of the concealed data remains undetectable to casual observers or automated detection systems
(Din, Bakar, Sabri, et a., 2019; Tong et a., 2019).This method of linguistic steganography and text steganography
Linguistic steganography relies on language-specific properties for concealing data. Linguistic steganography
techniques manipulate linguistic features, word frequencies, or sentence structures to embed covert messages within the
text while text steganography focuses on concealing the message based on attributes and features of the text message
(Nechta, 2018; Xiang et al., 2018). One category of text steganography is the feature-based method that involves
manipulating feature representations of data and the uniqueness of the letter to embed a hidden message (Al-Alwani et
a., 2007; Muhammad et al., 2021; Utama & Din, 2022). This feature-based method is the main focus of this paper,
which reviews several techniques that have been implemented by previous research efforts.

2. Related Works

Feature-based methods in text steganography refer to conceal information by encoding it in a text document's attributes
or qualities. The primary goa is to hide the existence of the hidden message in such a way that it remains
inconspicuous to unintended recipients. Various feature coding methods have been proposed by research effort. Bajg
and Agarwal (Bajg & Aggarwal, 2019) utilized the of the technique feature-based method on text steganography in
HTML website that embed the hidden message that convert into binary bitsin line highlighting on a website's back end.
This technique. This technique conceals the hidden message with embed binary bit that 1 bit embed in,
(u)(i){/i)(/u) and 0 bit in (i){u){/u)(/i) on the HTML web page text. Alssaadi el al. (Alsaadi et al., 2018) proposed
technique of feature-based method on Microsoft excel that focus on the font color of the cell. This technique
embeds the hidden message that convert into binary bits, and then turn the number of bitsinto decimal
numbers, starting with 0000000 changing to 0 and ending with 111111 changing to 255. Excel table with the
decimal based RGB colour embedded. This technique has the large capacity in ms excel that high robustness in
RGF color hidden message.

Wu et a. (Wu et a., 2018) utilized the coverless English text that convert the hidden message into binary bits, message,
then search for the tag in 6 binary bits (0000000 to 111111). This technique has been ensuring security performance
and being difficult to attack. Kouser et al. (Kouser et al., 2016) presented a feature-method that the technique divides
hidden messages into two categories based on binary bits. The first category splits the letter with a O bit embedded in
the letter "grass’ and a 1 bit embedded in the letter "sky & root." The second category separated the letter into 11 bit
embeddable consonant letters that can be written on the middle two lines, 10 bit embeddable vowel |etters that can be
written on the middle two lines, 01 bit embeddable on the lower three lines, and 11 bit embeddable on the upper three
lines.
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Reddy et al. (Reddy et al., 2014) Demonstrated Deoxyribonucleic Acid (DNA) steganography, which uses four
alphabets to represent the numbers 00, 10, 10, and 11, respectively. Using a look-up table, the method used to build the
DNA structures converts the DNA sequence into readable text. With the use of received text, a rule sequence table
search, and DNA sequence, this method was able to decrypt the concealed message. Afterward, based on represented
binary in alookup table, embed the concealed message in binary bits from the DNA sequence. Saad and Algamdi (Saad
et al., 2023) proposed the technique on feature-based method by categorizing binary bits in bit mapping in value letter
from A to G using ASCII characters. Based on the row and column ASCII model alphabet in the text, the hidden
message that embed in cover text. This technique developed by propose robust performance and large capacity in
conceal the hidden message in the text.

The text steganography algorithm developed by Kumar et al. (Kumar et al., 2014) uses the email sender picture
address. With a compression ratio that combines coding transform it enhanced the hidden volume. To boost
unpredictability, the approach places a number of random letters before the "@" symbol in email addresses. The
method performs exceptionally well in email contexts when it comes to concealment. However, the randomness of this
method since the email address contains a random element has an impact on its security.The technique presented by
Odeh et a. (A Odeh et a., 2014) makes use of numerous unseen character symbols, such as zero width joiners, right
and left remarkers between letters, and zero width joiners those adding on of table variations to steganography carrier
file data, to cover four bits in word symbols. Using a stego key and input carrier, this technique created a symbol table
and a binary representation for hidden bits to be inserted into the text. The benefits include not changing the file format
and not requiring specific tools to cover data. This algorithm technique, which is now being used with a particular
language, is expected to expand the configuration technique so that it may be used with any text language.

3. General Implementation of Feature-based M ethod

Feature-based methods are implemented as part of text steganography to facilitate message communication between
sender and specific receiver to avoid unauthorized people. The technique mostly conceals the hidden message by
embedding the binary bits that are embedded into the cover text to generate the stego text. However, some techniques
also utilised the other numbers beside binary bits, converting hidden messages based on the ASCII table, Unicode,
decimal stream, and so on. The analogy design of the implementation of the feature-based method in order to conceal
hidden messages in the text is shown in Figure 1.
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Figure 1: Use case diagram implementation technique of feature-based method

In Figure 1, it shows the general design of technique in feature-based method in form of use case diagram. Figure 1
displays the communication between sender receiver that utilize several use cases function. Each use case function of
the feature-based method is defined as:

a) Insert cover text: This use case is instructed the sender to insert the cover text as medium to hide the hidden
message in several letter with unique figure in the text.
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b) Insert hidden message: This use case isinstructed the sender to insert the hidden message as the main information
that have to receive for receiver.

¢) Convert hidden message: This use case is instructed the sender to convert the hidden message inform of binary
bits ASCI| table, Unicode, decimal stream that has to embed to the cover text.

d) Sego key technique: This use case isinstructed the sender and receiver as the share key that check the uniqueness
feature of letter in cover text that is embedded by binary bits ASCII table, Unicode, decimal stream and so on.

€) Obtain stego text: This use case isinstructed the sender and receiver that generate the conceal message in text that
had been embedded in cover text.

f) Discover binary bits ASCII table, Unicode, decimal stream or other codes: This use case isinstructed the receiver
to extract the binary bits and other code before convert again the hidden message that get from utilize the stego
key technique.

g) Discover hidden message: This use case isinstructed the receiver to discover again the exact hidden message from
sender that convert the discover code from generate stego text.

Those are general technique execution of feature-based method in conceal the hidden message that send by sender to
receiver by receiver that conceal from human and machine vision. The main concern of this paper is the converting
hidden message become the binary bit and code to generate stego text.

4. Discussion of Hidden M essage
This paper considers about the review about the design implementation of convert the hidden message into binary bit or

other code by previous research efforts. Figure 2 display the previous research technique in converting hidden message
in generating stego text.

EMBEDDING HIDDEN MESSAGE

Unicode

Dedimal stream %
3%

1 Bit
31%

ASCH Table
19%

Figure 2: The previous research efforts in converting embed hidden message in last decade (2011-2023)

Based on Figure 2, it displays the embedding hidden message by previous researchers from 2011 until the present that
consists of six embedding process techniques. The first conversion was by embedding one bit in the text (31%),
followed by embedding the cover text using converting ASCII from hidden messages (19%). The embedding of the
hidden message with two bits and six bits achieves the same percentage of 10%, then embeds using Unicode into cover
text for 9%. Moreover, the embedding into cover text uses four binary bits and eight binary bits with 6%. Then, the
least percentage is embedding the hidden message by converting to 16 binary bits and a decimal stream at 3%. Then,
the specific techniques of feature-based method that ulitize the several embedding hidden message in the text in Table 1
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Table 1: Several techniques of embedding hidden message in feature-based method

No. Embedding in the Text Techniques on Feature-based Method

1 Embedding 1 bit Curve subheading, vertical straight line (Dulera et a., 2011a), Change alphabet |etter pattern
(Bhattacharyya et a., 2011), Encryption with cover text (Kataria et a., 2013), Back end
interface web (Mahato et al., 2013), Character pair text (Akotoye et a., 2018), HTML web
page (Bajaj & Aggarwal, 2019), Arabic text cryptography (Ditta et al., 2020), Zero-width
joiner (Alanazi et a., 2020), Polynomial encryption (Guan et al., 2022)

2 Embedding 2 bit Quadruple characterization(Dulera et al., 2011b), Secret steganography code for embedding
(Banerjee et al., 2011), Content-based feature (Kouser et d., 2016), AlTSteg via socia
media (Taleby Ahvanooey et a., 2018)

3 Embedding 4 bit Right remark, left remark (Ammar Odeh et a., 2014), Alphabet pairing text (lyer &
Lakhtaria, 2016b)

4 Embedding 6 bit Coverless English text (Wu et a., 2018), Font color Ms Excel (Alsaadi et al., 2018)

5 Embedding 8 bit Huffman compression (Malik et a., 2017), Deep learning of Arabic text (Siddiqui et d.,
2020)

6 Embedding 16 bit Coloring spacing normalization (Thabit et al., 2022)

7 Embedding based Alphabet pairing text of ASCIl (lyer & Lakhtaria, 2016a), English text using number

ASCII Table oriented (Mandal et a., 2017), Binary digit mapping on ASCII (Naharuddin et a., 2019),

Secret sharing message system (Sharma et al., 2020), Webometric text steganography
(Yaghobi & Sajedi, 2021), Binary mapping using ASCIl (Saad et al., 2023)

8 Embedding using Multilayer partially homomorphic (Nagvi et d., 2018)
decimal stream

9 Embedding based Unicode standard seamless (Alanazi et al., 2020), Unispach Xor and Shift (Taka, 2021),
Unicode Unicode character in multilingual (Baawi et al., 2020)

Table 1 shows several technique of fetuare-based method that utilized in last decade (2021-2023) that embed the
hidden message into text. The total number of embedding processes by using one bit with 10 research efforts,
embedding two bits with four research efforts and embedding four bits with two research efforts. It follows by
embedding six bits with three research efforts, embedding eight bits with two research efforts and embedding 16 bits
with only one research efforts. Then, embedding using ASCI| table with six research efforts, decimal streang with only
one research effort and using Unicode with three research efforts. In short the highest embedding process is embed one
bit hidden message and the lowest are embedding 16 bit and using decimal stream with only one previous research
effort.

5. Conclusions

In conclusion, this paper reviews the utilisation of the precious research effort in developing a feature-based technique
for converting the hidden message into a binary bit or code embedding message. It discovers the most efficient
embedding process for hidden messages into binary bits that embed 1 bit into the text later. Then, it follows with the
order of the embedding hidden message by ASCI| table, embedding two bits, six bits, four bits, and eight bits in order
of the total number of embed processes. The least-embedded hidden message by using 16-bit binary and decimal
streams is based on a review of previous research efforts in the last decade. This paper expectedly contributes to more
consideration of implementation feature-based techniques, such as embedding the binary bit and code into the text-
based that is important for the stego key in generating stego text.
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