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Abstract

The popularity of cloud computing has increased in recent years due to its many benefits. However, the rise in cloud
service usage has also made it a prime target for cyber criminals aiming to gain unauthorized access to sensitive
information and disrupt operations. This research provides a comprehensive and detail review of cloud hacking and its
impact on organizations and individuals. A systematic review approach was employed, which involved a
comprehensive search of the relevant literature, including academic journals and conference proceedings. The study's
findings present a thorough examination of the diverse methods, tools, and platforms employed by cyber criminals to
hack into the cloud and suggest countermeasures that organizations can implement to safeguard themselves against
such attacks. This study's findings have significant implications for cloud security and suggest recommendations for
future research in thisfield.
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1. Introduction

Cloud computing has experienced exponential growth in recent years, with an increasing number of organizations and
individuals relying on its services for their computing needs. Its convenience and affordability have significantly
impacted our daily lives (Tiwari et al., 2021) Cloud computing can provide an ideal solution for e-governance, which
reguires an unlimited supply of central processing power, data storage, and internet connectivity during procedures
(Sharma, Singh, Upreti, Kumar, et al., 2021). It aso provides convenient access to computing resources such as
applications, storage, networks, servers, and other effective services (Choudhar y et al., 2020) (Sharma, Singh, Upreti,
& Yadav, 2021). Despite the many benefits of cloud computing, its popularity has also made it a prime target for cyber
criminals who are seeking to gain unauthorized access to sensitive information and disrupt operations. During the
COVID-19 for example, attackers try to trick people into divulging sensitive information by exploiting their changed
behaviour during this health crisis. These types of attack have seen an increase of over 200% since the start of
pandemic (Mandal & Khan, 2020). The purpose of this research isto provide a comprehensive and up-to-date review of
the state of cloud hacking and its impact on organizations and individuals.
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Figurel: Cloud Service Model (Tiwari et a., 2021)

The above Figure 1 illustrates the Cloud service models, namely Infrastructure as a Service (laaS), Platform as a
Service (PaaS), and Software as a Service (SaaS). 1aaS enables clients to rent scalable and automated I T infrastructure
from cloud service providers (CSPs) over the internet and provides on-demand access to physical and virtual servers,
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storage, and networking resources (Vistro et al., 2020). PaaS enables software developers to utilize the necessary
infrastructure to develop, operate, and oversee software applications, providing organizations the capability to deploy,
run, and manage custom cloud applications without having to deal with the intricacies of building and maintaining
servers and infrastructure (Tiwari et al., 2021). SaaS is a cloud computing where businesses provide access to cloud-
based applications over the internet on a subscription basis where a third-party vendor and can be accessed from any
location via an internet-connected device (Choudhar vy et al., 2020).

The main objective of this research is to examine the various cloud hacking techniques, tools, and platforms that are
currently being used by cyber criminals. This study will also explore the countermeasures that organizations can take to
protect themselves from cloud hacking attacks. The scope of this study will focus on cloud hacking activities that have
been reported in the literature and media, as well as practical case studies. This study will employ a systematic review
approach, which will involve a comprehensive search of the relevant literature, including academic journals, conference
proceedings, and online sources. The search will be conducted using a variety of keywords related to cloud hacking,
and the resulting articles will be screened and selected based on their relevance to the study.

The rest of the paper is carried out as follows. Section 2 introduces literature review which is related to the hacking on
cloud platform and the key findings from previous studies. Section 3 will summarize cloud hacking techniques and
methods. Section 4 explores cloud security countermeasures. Section 6 concludes this article in the conclusion part and
follows with acknowledgement and references.

2. Literature Review
2.1 Overview of the Research Topic

According to (Wang & Chen, 2020) the most common methods include phishing attacks, brute-force attacks, and
exploiting vulnerabilities in cloud infrastructure. The study shows that various defence techniques used to protect cloud
systems, such as multi-factor authentication, encryption, and security information and event management (SIEM)
systems. This paper concluded that a comprehensive security approach, including both technical and non-technical
measures, is necessary to effectively protect cloud systems from hacking. However, (Park et al., 2020) found and
analysed 50 recent cloud hacking incidents that occurred between 2018 and 2020. Most of the incidents involved the
theft of confidential data and were carried out by organized cybercrime groups. The most common method used by
hackers to gain access to cloud systems was through phishing attacks. The study concluded that organizations need to
adopt a multi-layered security approach and regularly update their security measures to effectively prevent cloud
hacking incidents.

Besides that, a study by (Alsaadi et al., 2020) found that the security challenges in the cloud are data breaches and
unauthorized access to sensitive information stored in the cloud. The lack of visibility into who has access to what data,
making it difficult for administrators to monitor user activity. On top of that, poorly configured systems or applications
which can lead to vulnerabilities being exploited by malicious actors. Besides that, insufficient authentication protocols
such as weak passwords or lack of two factor authentication (2FA) and inadequate encryption techniques used on data
at rest and/or in transit over networks makes it difficult to handle. On the other hands, (Saxena & Gayathri, 2021)
discusses four types of attacks in relation to cloud computing including VM-level attacks, compliance issues, isolation
failure and management interface compromise. Additionally, it also covers the risks associated with malicious scripts
being uploaded to web applications as well as reflected XSS (Cross Site Scripting) threats.

2.2 Key Findings from Previous Resear ch

From the journal found with the keywords of cloud computing, cloud platform, cloud hacking, cloud attack and cloud
security, can be illustrate in Table 1 which provides a brief empirical review of the threats to cloud computing. Data
breaches is one of the most threatening events in cloud computing. According to the study by (Aljumah & Ahanger,
2020), The data stored, processed, or shared in the cloud environment is often targeted for malicious attacks and is
vulnerable due to human negligence or lack of knowledge, as well as vulnerabilities associated with cloud applications.

Additionally, data loss in cloud platform refers to the accidental or intentional deletion or corruption of stored data in
the cloud environment (Butt et al., 2020). This can happen due to various reasons such as hardware failures, network
outages, human error, security breaches, or other malicious activities. Data loss in the cloud can have a significant
impact on an organization's operations, finances, and reputation, as well as on its customers privacy and trust. In
addition to data loss, insecure interfaces and application programme interfaces (APIs) refer to the channels used to
access data and functionality in a cloud platform. They are vulnerable to exploitation by malicious actors if they are not
secured properly. This can result in unauthorized access to sensitive data, manipulation of data, and exposure of
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vulnerabilities (Sharma, Singh, Upreti, & Yadav, 2021). Besides that, account or service traffic hijacking Account or
service traffic hijacking refers to unauthorized access and control over a legitimate user's online account or service
traffic by a cyber attacker (Aljumah & Ahanger, 2020). This can be achieved through various methods, including
phishing, password reuse, and exploiting vulnerabilities in the system or application. The attacker can then use the
hijacked account to steal sensitive information, manipulate data, and carry out other malicious activities.

According to (Tabrizchi & Kuchaki Rafsanjani, 2020) denial of service (DoS) attack on a cloud platform occurs when
an attacker intentionally floods the system with excessive traffic to prevent legitimate users from accessing it. The
purpose of this attack is to interrupt the cloud service's regular operations by overloading its resources and rendering it
incapable of handling incoming requests. Malicious insiders in cloud computing refers to individuals who have
authorized access to a cloud computing environment malicious purpose, such as theft of sensitive data, unauthorized
modification of data, or disruption of normal system operations. They can have separate roles such as employees,
contractors, or third-party vendors, who are granted access to the cloud environment (Tabrizchi & Kuchaki Rafsanjani,
2020).

On top of that, abuse of cloud services refers to the unauthorized use of cloud computing resources, such as storage,
processing power, or network bandwidth, for malicious purposes (Ahmad et a., 2021). This can include activities such
as hosting illegal content, launching attacks on other systems, or using cloud services for cryptocurrency mining.
Shared technology vulnerabilities or shared threats or shared security risk is vulnerabilities underlying infrastructure,
operating systems, virtualization technologies, and other components that are shared by multiple tenants in a multi-
tenant cloud environment (Choudhar vy et al., 2020) (Ahmad et al., 2021). Attackers can exploit these vulnerabilities to
gain unauthorized access to data and systems, disrupt services, or launch attacks on other tenants.

Virtualization attack in cloud platform refers to malicious activities aimed at exploiting vulnerabilities in virtualization
technologies used in cloud computing (Verma & Adhikari, 2020). Some examples of virtualization attacks include
hypervisor attacks, virtual machine escape, and virtual network spoofing (Sharma, Singh, Upreti, & Yadav, 2021).
According to (Taleb & Mohamed, 2020), cloud malware injection refers to the act of introducing malicious software or
code into a cloud computing environment. This can occur through various means, such as exploiting vulnerabilities in
cloud systems, phishing attacks on cloud users, or exploiting misconfigurationsin cloud infrastructure.

Table 1 : Brief Empirical Review of the Threats to Cloud Computing

Author Name and year
(Aljumah & Ahanger,
2020)

Aim Of Paper
The focus of this research is on This study
examining security risks related to implementation  of

Finding
recommends the
defence

cloud computing, as well as mechanisms like defence-in-
discussing current methods for| depth to guard against malicious
mitigating such threats in the cloud attacks. Additionaly,
environment. organizations are advised to

provide training programs for
their employees to ensure they
can securely and efficiently use
cloud services.

An overview of various ML
algorithms, such as supervised
learning, unsupervised learning,
semi-supervised learning, and
reinforcement learning, used to

(Butt et a., 2020) The focus of this study was to
examine the security threats and
concerns associated with Cloud
Computing (CC) and Edge
Computing, and to propose

solutions through the application
of Machine Learning agorithms.

address security challenges in
cloud computing is presented in
this review.

(Sharmaet al., 2021)

This study intends to develop a
classification system of building
components for Cloud Computing
platforms, which can aid all
stakeholders  in  the shared
responsibility model in the
deployment of applications using
the SPI model.

This study highlights the
importance of organizations
implementing the SPI paradigm
to have control over their usage
of CSP resources before

deploying any application.

(Tabrizchi & Kuchaki
Rafsanjani, 2020)

This study examines the various
components of cloud computing
and the security and privacy

This study proposes potentia
solutions such as protecting
data with methods like browser
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challenges that arise from these
systems.

key trandation method, to
enhance data privacy in a
multi-tenant environment.

(Ahmad et dl., 2021)

This study examines major
security concerns within each
category, from a general artificial
intelligence and deep learning
perspective.

This study presents an extensive
review of the architecture,
services, configurations, and
security models that enable 10T
in a cloud-based environment.

(Alouffi et al., 2021)

The paper examines the security
risks linked with cloud computing
and explores potential solutionsto
mitigate these risks.

The paper's anaysis of the
selected literature shows that
data tampering and leakage are
frequently discussed topics. In
addition, security risks related
to data intrusion and storage in

the cloud computing
environment were aso
identified.

(Kajaetd., 2022)

The objective of this paper is to
review earlier studies on data
integrity concerns in cloud
computing and examine potential
data integrity attacks in the cloud
environment, as well as the
methods employed to identify and
prevent them.

The paper identifies various
data integrity concerns in cloud
environments such as data
breaches, theft, and
unavailability. It further offers
an in-depth examination of
different data integrity attacks
and the approaches used to
mitigate them.

(Andi, 2022)

The purpose of this paper is to
examine the recent developments
in cloud security utilizing
blockchain, deep learning, and
cryptographic models.

The paper examines the latest
developments in cloud security

through  blockchain,  deep
learning, and cryptographic
models.

(Abdulsalam & Hedabou,
2021)

The purpose of this paper is to
serve as a point of reference and
provide a technical approach for
researchers who want to explore
the field of security and privacy
for cloud computing.

The paper concludes that the
current literature on cloud
computing lacks  flexible,
technical solutions to address
security threats.

3. Cloud Hacking Techniques and M ethods

Cloud hacking refers to the unauthorized access, manipulation, theft, or disruption of data or resources stored in cloud
computing systems. There are various techniques used by hackers to carry out cloud hacking according to the finding
from the study.

Firstly, account or service traffic hijacking refers to the unauthorized access of a user's cloud computing account or
service, with the aim of redirecting their traffic to a different destination (Mandal & Khan, 2020) that alows the
attacker to gain access to sensitive information or take control of the user's cloud environment.

Secondly, insecure interfaces and application program interfaces (APIs) allow communication between the cloud and
user (Sharma, Singh, Upreti, Kumar, et al., 2021). If these are not properly secured, attackers can exploit them to gain
access to the cloud environment and steal sensitive information.

Thirdly, malicious insiders involve employees, contractors, or third-party service providers who have legitimate access
to the cloud environment but intentionally cause harm by exploiting their access privileges (Chen et al., 2020).

Besides that, virtualization attacks occur when vulnerabilities in virtualization software are exploited by hackers to gain
access to the underlying physical server and steal sensitive information. Multiple virtual machines can run on asingle
physical server (K. & Venkatesh, 2020). Other than that, hackers use cloud maware injection that involves the
injection of malware into a cloud environment, allowing attackers to steal sensitive information or take control of the
cloud environment (Kimmell et a., 2021).

Finally, denia of Service (DoS) attacks involves flooding a cloud environment with high levels of traffic to disrupt the
availabhility of the services provided (Abdulsalam & Hedabou, 2021).
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Cloud computing faces various challenges including reliability issues, misuse, malicious attacks, availability,
vulnerabilities from shared technology, traffic hijacking, and data leakage, as revealed by the study. Ensuring privacy
and security is crucial for cloud providers. In table 2, both the types of attacks and the corresponding solutions are
listed.

Table 2 : Comparative Analysis of Cloud Computing Attacks, Consequences, Solutions (K. & Venkatesh, 2020)

No

Attacks

Consequences

Solutions

1

Maltreatment and Wicked
Usage of Cloud Computing

Attackers use botnets to spread
spam and maware and find
pathways to transmit the
maware to numerous PCs,
often utilizing the power of the
cloud infrastructure to assault
other computers on the
network.

Infrastructure based
security,
Access control

| dentity management.

and

Malicious Attackers

The attacker's god is to create
malicious software that can
infiltrate other machines and,
regardless of conseguences, the
intruder takes advantage of the
situation by causing financial
disruption to the system.

Storage and Information
security management.
Also, the privacy
management  plays a
significant role.

Usage of apprehensive
Application Programming
Interfaces

The cloud is frequently
accessed by clients via APIs.
Attackers attempt to anayse
the encryption patterns of both
the sender and receiver and
capture the activities of the
clients.

Authentication
management,

Access control
security management.

and

Vulnerabilities of Shared
Technology

Intruders can attack various
virtual machines and utilize
their computing resources.

Defence-in-Depth
technology and layers of
virtualization.

Information Leakage or
Loss

The attacker makes
unauthorized attempts to delete
the data before it can be backed
up and tries to obtain the
encrypted key.

Access Control,
Encryption agorithms and
Privacy management.

Account  and

Privacy,
Traffic

Skyjack

Denial of service attacks, man-
in-the-middle  attacks, and
phishing attacks were observed.

Authentication
mechanism,
policiesfor
providers and proactive
monitoring.

security

Unknown Profile

The aim of the attacker is to
gan access to the security
policies and code updates.

Infrastructure
management
monitoring
management.

and

and adert

Provider Security Failure

The intruder attempts to gain
control over the hardware and
access stored data, as well as
manipulate the application
processes.

Authentication mechanism
and Security management.

Other Client Attacks

When the communication
between clients is disrupted,
some clients may attempt to
access other clients
information or disrupt their
applications.

Privacy management and
information security
management.

10

Reliability and Availability
|ssues

The attacker impersonates a
cloud provider and runs a
hosted application to distribute
false results.

Maintenance and Privacy
mechanism.
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11 Virtual Machine Attacks The attackers can compromise| Authorization and
the resources in a multi-tenant | authentication mechanism.
architecture and may attempt to
manipulate the number of
virtual machines (VMs).

12 Distributed Deniad  of | Botnets have infiltrated | Data storage and backup.
Service multiple virtual machines and
Attacks use them to generate a large

volume of packet traffic from
various sources to aweb server.

13 Regulatory issues The issues of authority and data| Security management.
export arise externaly.

14 Perimeter Security Attacks | The intruders attack the most| Security and  Privacy
critical application. Management.

15 Intrusion Attack in SaaS The intruders monitor the
custom application and obtain
the system logs.

16 Intrusion Attack in PaaS | Like SaaS, the system is hosted | HOSt-Based and

Network-Based Intrusion

on a centralized server, with a :
detection system

difference being.

17 Intrusion Attack in laaS A critica issue in laaS is
transparency.

Employee negligence is a frequent cause of internal attacks, such as sabotage and theft, unauthorized access, and unsafe
practices, often resulting from weak cybersecurity measures. Data loss in the cloud is mainly due to human error and
hardware or software failures during data migration (Kaja et al., 2022). The use of outdated software and services by
employees and workers poses a risk of web browser bugs (Mandal & Khan, 2020). The vulnerability of cloud
computing APIs to attacks can be attributed to the absence of encryption, unsecured endpoints, and inadequate
authentication (Abdulsalam & Hedabou, 2021). The Migrant attack deceives cloud monitoring systems by using
various resources to launch a denial-of-service attack on cloud virtual machine migration processes (Tabrizchi &
Kuchaki Rafsanjani, 2020). Conducting insider risk profiling is crucial to comprehend and evaluate the frequency,
severity, and potential mitigation strategies for insider threats (Tadapaneni, n.d.). The VM Rollback attack enables
cyber attackers to run virtual machines from a prior snapshot without the user's knowledge or consent (Almutairy et al.,
2019). An intrusion detection system can enhance network security and scalability by utilizing diverse algorithms to
detect black hole attacks (Butt et al., 2020).
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Imternal Attack 11 Migrant Attack

Classification of
Cloud Security
Attacks
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External Attack ~} Dio$
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|

Audio Steganography
Figure 2 : Classification of Security Issuesin Cloud (Reddy, 2022)

As shown in figure 2 above, cloud systems can be vulnerable to exploitation by outsiders or external who gain access
using internet connections (Hagq & Khan, 2021). Attacks from external sources on the cloud system can cause system
failures that can adversely affect regular business operations and lead to significant financial losses for the company
using the cloud (Atieh, 2021). Unauthorized system access via the cloud increases the risk of cloud computing services
being hijacked (Alouffi et al., 2021). An organization's online system is further exposed to external threats in the form
of malware introduced into cloud computing (Hag & Khan, 2021) (K. & Venkatesh, 2020). A dangerous type of attack
is when an authorized user is tricked into providing valuable information, such as credentials and personal data, by a
fake application that resembles the real one (Basit et al., 2020)."

4. Cloud Security Counter measur es

Cloud security countermeasures are measures taken to protect cloud computing systems from potential security threats
and vulnerabilities. These measures include implementing strong authentication methods and access control
mechanisms to restrict unauthorized access to cloud resources. Encrypting sensitive data both in transit and at rest to
protect against data theft and unauthorized access. Monitoring cloud systems for unusual activity, as well aslogging all
access to the cloud to detect and respond to security incidents. Securing virtualization environments and virtual
machines from security threats. Disaster Recovery and Business Continuity Planning: Planning and implementing
measures to ensure that critical systems and data can be quickly restored in the event of a security breach or other
disaster. Assessing and managing the risk of cloud adoption and implementing appropriate measures to mitigate those
risks. Regularly assessing the security posture of cloud systems to identify and remediate vulnerabilities. Ensuring that
cloud systems are compliant with relevant security standards and regulations. By implementing these countermeasures,
organizations can reduce the risk of security breachesin the cloud and ensure that their data and systems are protected.

5. Conclusions

To sum up, the growing dependence on cloud platforms has resulted in arise in hacking attacks on them. According to
systematic reviews of these attacks, a range of threats such as insecure interfaces and APIs, account and service traffic
hijacking, denial-of-service attacks, malicious insiders, abuse of cloud services, shared technology vulnerabilities,
virtualization attacks, and cloud malware injections present significant risks to organizations that use cloud platforms.
The need to protect sensitive data and prevent unauthorized access to systems and networks has become more critical
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than ever. As aresult, it isimportant for organizations to implement strong security measures and stay up to date with
the latest security practices to mitigate the risks associated with hacking on cloud platforms.

In conclusion, hacking on cloud platforms is a growing concern and requires ongoing research and collaboration
between cloud service providers and security experts to develop effective solutions to this problem. One of the best
ways is by developing and implementing more advanced and sophisticated security measures that can prevent and
detect hacking attacks. Besides that, further research is needed to identify the most common types of hacking attacksin
cloud platforms and the techniques used by hackers to carry out these attacks. Collaboration between cloud service
providers and security experts. Encouraging cooperation between cloud service providers and security experts to
address the security challenges in cloud platforms. On top of that, raising awareness among users: Educating cloud
users about the risks associated with cloud platforms and the importance of taking proactive measures to protect their
data and systems. Finaly, development of new technologies. Developing and deploying new technologies, such as
machine learning, to detect and prevent hacking attacks in cloud platforms.
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