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Abstract

The contemporary digital landscape is shaped by rapid Digital Transformation (DT), in which high-stakes identity
services such as financia systems, e-commerce platforms, and cloud providers collectively function as converged
social media platforms. Within this ecosystem, robust authentication is the primary defense against systemic identity
threats. Multi-Factor Authentication (MFA) provides statistically strong protection, preventing over 99.9% of account
compromise attempts even when primary credentials are exposed. However, this technical effectiveness is undermined
by low adoption and inconsistent usage, creating a critical security paradox. This paper analyzes the hierarchical
vulnerabilities of MFA modalities, highlighting the elevated risks of legacy SMS-based methods prone to SIM
swapping and the exploitation of human factors through sophisticated social engineering, including MFA fatigue
attacks. Using an extended Unified Theory of Acceptance and Use of Technology (UTAUT) framework, the study
shows that usability friction, increased cognitive load, and low user trust are dominant socio-technical barriers. The
discussion advocates a mandatory shift toward phishing-resistant, FIDO2-based authentication and the deployment of
adaptive authentication frameworks to align cryptographic strength with sustainable user behavioural compliance.
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1. Introduction

The global digital economy is increasingly driven by Digital Transformation (DT), where organizational processes,
communication, and commercial activities migrate to cloud infrastructures and mobile platforms (Saeed et a., 2023;
Henen, 2025). As more services depend on interconnected systems, large volumes of Personaly ldentifiable
Information (PII) and financial data become concentrated in centralized environments, creating attractive targets for
cyber-criminals (Patidar, 2025; Chang et al., 2023) For the purpose of this study, the term social media platforms refers
broadly to digital services in which identity and access management (IAM) is critical, including social networks, e-
commerce, enterprise systems, and financial applications. Security incidents rarely remain isolated. A breach in one
platform often exposes credentials or personal information that can be reused across others, contributing to cascading
identity theft and compromise (Ghadge, 2024; Birchwood University, 2023). Multi-Factor Authentication (MFA) is
therefore recognized as a core control within identity-centric cybersecurity architectures (Meyer et a., 2023; Kietzman,
2025). By requiring two or more independent verification factor, knowledge, possession, or inherence MFA
significantly reduces the likelihood of unauthorized access (Zaky, 2022). Empirical research shows that MFA protects
more than 99.99 percent of commercial accounts and remains effective even when credentials have been leaked, while
also mitigating phishing attempts (Meyer et a., 2023; Kamaruddin & Zolkipli, 2024). Despite this proven strength, a
persistent socio-technical paradox remains. Users frequently resiss MFA due to perceived inconvenience, cognitive
burden, and usability challenges, leading to risky workarounds and vulnerability to emerging attacks such as MFA
fatigue or push bombing (Gupta, 2024; OIT, 2024; SoSafe Awareness, 2025). Consequently, the central issue is not
only technological deployment but achieving a workable balance between usability and security within converged
digital ecosystems.

2. Methodology

This study adopts a conceptual, literature-driven methodology designed to examine the effectiveness and adoption
challenges of Multi-Factor Authentication (MFA) across converged digital platforms. The analysis is grounded in peer-
reviewed journal articles, cybersecurity advisories, incident reports, and empirical studies published by credible
institutions between 2022 and 2025, ensuring both recency and relevance to contemporary threat environments.
Sources were selected using thematic criteria focusing on identity-centric attacks, MFA technology performance,
phishing-resistant authentication, and user-adoption behaviour in secure systems. Special attention was given to reports
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documenting real-world incidents involving SIM-swapping, MFA fatigue, and adversary-in-the-middle phishing, as
these illustrate how socio-technical weaknesses persist despite strong cryptographic controls. The literature was
reviewed and synthesized using a structured thematic approach. First, MFA modalities were categorized according to
resilience levels, ranging from SM S-based authentication to FIDO2 passkeys. Second, adoption barriers were mapped
against behavioural constructs drawn from the Unified Theory of Acceptance and Use of Technology (UTAUT),
including perceived usefulness, effort expectancy, trust, and perceived risk. Finaly, the findings were integrated to
evaluate how usability frictions and cognitive load interact with technology design to influence rea-world MFA
deployment. Rather than conducting primary data collection, this methodological approach emphasizes conceptual
integration and critical interpretation. It enables a comprehensive understanding of how technical safeguards, human
behaviour, and organizational policies intersect to shape MFA effectiveness across social media and identity-driven
digital ecosystems.

3. Results and discussion

The findings reveal a clear security—usability paradox surrounding Multi-Factor Authentication (MFA). Although MFA
consistently demonstrates strong protection against credential-based attacks, its effectiveness is constrained by uneven
implementation and human behavioural factors. Users frequently perceive MFA as inconvenient, particularly when
authentication steps interrupt routine activity or introduce additional cognitive effort. This perception encourages
workarounds such as sharing authentication codes or storing tokens insecurely, weakening overall system resilience
(Gupta, 2024). The analysis further highlights that attacker strategies increasingly target human decision-making rather
than technical controls. MFA-fatigue attacks, for example, repeatedly trigger push notifications until users approve
unauthorized access, as seen in severa recent corporate breaches (OIT, 2024; SoSafe Awareness, 2025). Likewise,
adversary-in-the-middle phishing kits exploit session cookies to bypass traditional verification flows even after users
successfully complete MFA challenges. These incidents illustrate that cybersecurity failure often stems less from
cryptographic weakness than from behavioural manipulation and process gaps. Mapping these observations to the
UTAUT framework shows that performance expectancy remains high because users recognize MFA as effective.
However, effort expectancy declines when authentication appears repetitive, intrusive, or confusing. Trust deficits
especialy concerns regarding data privacy and platform reliability further discourage consistent adoption. Meanwhile,
perceived risk can paradoxically reduce usage when individuals fear losing access or mishandling biometric or
hardware-based credentials. Together, these socio-technical factors mediate whether MFA is used correctly and
consistently across platforms.

The findings also suggest that technological upgrades alone are insufficient. Phishing-resistant approaches such as
FIDO2 significantly reduce exposure to SIM-swapping and credential replay, yet adoption remains slow when users are
not supported with clear guidance, intuitive design, and ingtitutional transparency. Adaptive authentication systems
provide a promising pathway by calibrating friction to contextual risk, prompting stronger verification only when
anomalies occur. This approach aligns security requirements with natural user behaviour, improving compliance while
maintaining protection. The results indicate that MFA will reach its full defensive potential only when technical
innovations are integrated with psychologically informed design and organizational policy. Effective strategies must
simultaneously reduce cognitive burden, foster trust, and embed user education as a continuous component of identity
security.

4. Conclusions

This study confirms that Multi-Factor Authentication (MFA) remains one of the most effective defenses against
identity-centric cyber threats across converged digital platforms. Evidence consistently shows that MFA significantly
reduces the probability of account compromise, even when primary credentials are exposed. However, the analysis also
reveals a persistent implementation gap driven by the usability—security trade-off. Users often resiss MFA when it
increases effort or interrupts routine interaction, which in turn enables behavioural attacks such as MFA-fatigue and
adversary-in-the-middle phishing. The integration of MFA effectiveness with the UTAUT framework demonstrates
that adoption is influenced not only by technical capability but also by perceived effort, trust, and contextual risk.
Where friction is high and confidence in platform reliability is low, correct and consistent use declines. Consequently,
improving MFA outcomes requires addressing human factors alongside technological enhancements. Policy-driven
migration toward phishing-resistant authentication, particularly FIDO2-based solutions, offers a critica pathway to
reducing vulnerabilities associated with SMS codes and token interception. At the same time, adaptive authentication
frameworks can balance protection with convenience by increasing verification thresholds only when contextual risk is
elevated.
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Overal, MFA will achieve its full potential only when organizations combine strong cryptographic controls with user-
centred design, clear communication, and continuous education. Aligning security mechanisms with everyday user
behaviour is essential for sustaining trust, improving compliance, and strengthening identity protection across digital
ecosystems.
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